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USB Portable Storage Devices
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* HDD, SED(FDE), SSD, eMMC, Flash, SD Card, USB Stick, ~ * 7|E}: 2IMEIE, #3| S %io]
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2020 2021

[TEEUFLFS
IT Securiy Certification Cen ter

NSR”:s::

ITSCC Position Statement
Hardcopy Devices
Essential Security Requirements Version 0.7, dated & May 2020

STATEMENT

NSRTSCC supparts the Hardeopy Device Essential Securty Aequinements (ESR, version 0.7, dated
2 May 2020

PURPDSE
The intent of this Position Statement i to make it public known that NSRTTSCC:
»  meengnizes a need for evakiated devices that are suitsble for the e cases identified in
the ESR, and:
*  the ESR appropriately scopes the security functionality of such devices.

SCOPE
NSATTSCE will revisit its pasition during each stage of the Hardeopy Deviees collaborative
Pratection Profile (cPF) development.
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92 CEM(Common Evaluation Methodology)2| H2ist &
X
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o FIIXOI siM 2 HIZE 4 QlOLt 2 (extension) = Husk(refinement) X|st
9 HXEA(SD, Supporting Document) &
- CCDB/MCe| 5212 S8t Mandatory 3 Guidance HEEAM ME
2 CCDB 7<AIO| le O|- ol-Ol X-le. XA

Supporting Documents related to Smart Cards and similar devices
¢4 Common Criteria ument titi
PPs with SDs that have completed review for compliance with the CC/CEM

The cPPs below Include SDs that have a completed review for compliance with the CC and CE
Recognition Arrangement (CCRA). Evaluations conducted against cPPs on this list are mutua

Assurance Certlflcate cPP SDs Smartcards SDs
Continuity Validity 28 /32
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o B Eo1E HOMMHE X5
- Base_PP, PP_Module, PP-Configuration

o CHFot eMIH Composite Evaluation) 22 Xl =
« ACO, * COMP

9 Multi-Assurance Evaluation (X}?| HH& CC/CEM)

Composed TOE ‘

Composite Product
(to be evaluated) P

Non-TOE part of the
dEPEHdEHt TOE Dependent Component Composite Product

[alreadiz evaluated)

‘ | Non-TOE part of the
base TOE Base Product

(already evaluated)

PP-Configuration AXY PP_Configuration

|
|
| Components list

I PP A, PP-Module X, PP-Module ¥
|

| Conformance statement
| PP,—s STRICT, PP-Module,— STRICT, PP-Module,— DEMONSTRABLE
| Global SAR .
sub-TSF, — (SAR, SAR,)
| sub-TSF,— (SAR,, SARy)
| sub-TSF, — (AR, SAR,)

|
| Multi-assurance rationale

EALT TUEAL2

PP-Module base: PP A PP-Module base: PP A
Conformance claim: Conformance claim:
> <=

Conformance statement Conformance statement
STRICT conformance DEMONSTRABLE conformance

Assurance requirements Assurance re quiremen ts
SAR, SARy SAR,, SAR,

Assurance ratiomn: rationale

BaModule BE-Module

PPA

CnnfoEALIZI:
.2

Conformance statement
STRICT conformance

Assurance requirements
SAR(. SAR,

Assurance rationale
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9 EAL(Evaluation Assurance Level)
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mopo|2 | ATE_IND.1 ALC_CMC.1 AGD_OPE.1 AGD_PRE.1 ADV_FSP.1
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File Storage and Sharing
------- ooth Access Control

uthentication ™ -
Digital Tachograp

WQ_»t"é, fn Identification System

__ SDK Physical Unidirectional

# 7 Device Use and Application Secure Eraser Data Diode

/ Execution Control TP
/ (Tool, Module) Contents Filtering

SBC(Session Border Controller) Gateway
Smart Meter Crypto Module
Centralized Access Control to _
the Web Sites Backup and Recovery Solution
Hardware IP Encryptor Management Tools

IT Products/Systems Audit SN 2/Layer 3/yayer 4

anfiguration) / .

Video over IP
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