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[Z 2] AH4SDS MULTOS SM10 R27F €A1 5+= ICH H/W AL

CPU 16-bit CalmRISC 16 core
ROM : 160Kbytes(S3CCIPY), 320Kbytes(S3CCIRB)
ROM - User area @ 144K bytes, 304K bytes
- Crypto Library : 16K bytes
EEPROM 64Kbytes(S3CCIRB), 32Kbytes(S3CCIPY)
RAM 6K bytes

Crypto—Coprocessor

- Module exponential accelerator
- SHA-1 accelerator

DES/3-DES Built-in hardware DES/3-DES

- MPU(Memory Protection Unit)

- 16bit RNG(Random Number Generator)
7|EF HW

Timer : 16bit Timer and 20bit Watchdog Timer
Clock @ 25MHz, 5MHz, 10MHz
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= St 7wl v A= TOEHRE A AAst ==
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AFA7F sdd = dev=z ofZgAoAd /A AEHEE v

Al A7 stofoF ghot,

TOE+= o=l Aol "AA] AFEE = MSM Hl°olH 5 "Random seed” #k
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obelel ofel B ol7h B mIAdA AFEHS

(1) Fof

AID o] Z g Aol 2 ¥ A (Application Identifier)
APDU o] Z&gAolAd Z2EZF dlo]¥ Yl (application protocol data unit)
API application programming interface

ATM automated teller machine

ATR answer to reset

CAD Card Accepting Device

CcC &% % 7}7] 5 (Common Criteria)

CLA class

COS 7= 99 A A (Card Operating System)
CRT  Chinese remainder theorem

EAL %7}H %% 5 (Evaluation Assurance Level)
EEPROM electrically erasable programmable read-only memory
EF elementary file

FID file identifier

IC 24 3] & (integrated Circuit)

IFD interface device

PP X & 3 2 3} (Protection Profile)

RAM random-access memory

ROM read-only memory

RNG random number generator

SOF 7|57 %= (Strength of Function)

ST B o= 3 W M| A (Security Target)

TOE #H 7}’ (Target of Evaluation)

TSC TSF A (TSF Scope of Control)
TSF TOE E°7]°5(TOE Security Functions)
TSP TOE E+HA(TOE Security Policy)

2 &9

AAM (Application Abstract Machine) o] Z g Aol 714 Z U E
7P WAl OSoll FEE 7P ZHEEA o] Zg Aol A=
upe} o F Aol S s

o] S1E] 3] o] 0]

ALU(Application Load Unit)
o] Z g Aol e F=e} do|yr} ¥}

i
Jo
L
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APDU(Application Protocol Data Unit)
2utEZLE o) ghiky] Afolo] FAIS 9% HlolE f4

Codelet
Fo] ofZg Aol S EEPROM o g€t e} HEAo] =
oZg Aol Aoy FFoR o] 7ted oZYAold T
o]e} o] ROMel HAE o Zg Aol ZE dojgta F5

EEPROM (Electrically Erasable Programmable Read-Only Memory)

A9 glol® 717 Mo slefshe MY Fe FH. 27 % ZRaY
e 27] A& 719 ZA(EPROM)S] MEow dd 7155 dolHg d714ow
aASC] A7ES 5 vk Wekd ZRIPS A7 EaE o] Bad $§o
AelsA A E 4 Ak P TASE 249 dskE Ar1gow
WA ORA HolEE 7%, AAT A7HoR R 75 @
1A Alzgl Vel WgE e ZTRaAS oAl & e

ol

ol & ¢ o] A (Emulation) XH.=
Sk HIFE Aladglo] & Aladly o] 2gdt 5 Qs olr] fld 5k

=
ZRIF ZlEoly A e AR g U vhe HE

IC # (Integrated Circuit Chip)
~utEZLIE 9] V)5S AYdtr] Y3 T3 vt Aol v~ IROM(mask ROM),
EEPROM, RAM¥} /O ZE 5 Y] 79 7% 9498 x&st= A #X

KMA
ol ZE| Al §Al, Al Feo] MULTOSH Zasgh 2% 7)o #Este 7]
we] =

KTU(Key Transformation Unit)
oJEZ Aol 2= FH(ALU)S 4F= v ALUC AFE

MCD(MULTOS Carrier Device)
MULTOS OS7} gA41% IC7t=

MEL(MULTOS Executable Language)
MULTOS®] A8 7[sdz22 MULTOSE o2 7 ofAE

5

T
Ay
re,
2

MISA(MULTOS Injection Security Application)
MISAE KMA°] 9l&) wjE ¥+ MULTOS 3828 @atv, z+z+2] MCDY
64byte®] HF HolHE FYst7] g hd WS on
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MULTOS(Multi-Application Operating System)
HE] o ZgA o)A ICTI=EE SFA]|~H]

MULTOS 0S
MULTOS ~RlEFEo] A FEH = $of x| 2w

RAM(Random Access Memory)
HRAM)S AFH Z2AAZE wEA F2S8 5 AEF 517] Aste], SFAA,
ofEg Aol 2 A AFEFR HelHE fFAsaL

el
e 3 e

)

2

st=tl~=, 23 2=, CD-ROM 5 & 1 old A Bt
W= ela 27E g = 9 :LEM ol A= e dHolHe 24
AFE7E AEste setellwt FAHM, HFH dde] AAH FHoll A=
dolBl = Atepxlth AFHS ddo] thA] AXW st=t] =] A FFAA Y

be gase] v Ao HAE

ROM(Read-Only Memory)

HEE A 719 A9 sk 7HA2 2 Y85 o1& & =

el 2717F B ZhEsk H(RAM)O] HlaE ) o= HFH Aol #oAHxE 1
Ugo] wg glo] FAFHEE BE FHFE 7
A A (interpreter) & WA 717] $18) o] &

it iz
)
[-40
Mo
o2
2
2
N
olf
)
=
re
2
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ADC (Application Delete Certificate) ©]Z 2] A o]4 2HA]
7] #e]to] wral Ao (Issuer) &7¢ ola] W= Ao g o] Zg o] dS
AbAsE7] g S A

AID (Application Identifier) o] Z 2] Alo]A 2] &=}
ISO78162 A H = o] Z g7 o)A 2™}

ALC (Application Load Certificate) o] Zg]#Alo]A 2= Zw A
7] #glaro] e Qe o) WY AR AJZEA NS FAEy] Hg
=T A

ALU (Application Load Unit) o] Z g AolAd == FY
HA7t s 2= Ao g WA ofZg Aol A

Application o] & 2] 7 o] A
MULTOS®] A& dAo](MEL)Z 2oz Lz 39 #d ¢o]g

Application Developer ©]Z ] A o)A 7=}

AF Ao AL AW A1), 3ol wet JFAA AT A
o E Al ZEFUS AL AR T
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Application Provider o] =g Aol A A& =}
AZgAlel A, e AFg AN ZEFUE TPt Al AFste A1)

APDU (Application Protocol Data Unit) o =g Alo]A T2 EF dHolg ©g
ISO7816° Ao ¥= 2ntETF=o] 7] 7 W Hof

CA (Certification Authority) 1==F
Ze3k 719 A w3y g 2 ALC/ADC ¥ MSM_CD% 9 A4 d&EM=
A &sk= 7] % KMA(Key Management Authority : 7] &g =)o]g}ar st

COB (Chip On Board)

wEA Ag Fehagnd gAs), FET 8 A3 4%

’

AR ow A BE
IFD (Interface Device) @@=, IC7L= 2 tl/2to]H
IC7F=9) 9 F-9lo] H& FA =2 =53 volg T4l d& 7]7]

KTU (Key Transformation Unit) ALUW ¢&7] gA4F4
ALUW ] =18 457 AgioA ALUE dsstele 4
4571 dsstetes W ARE £, KTU A2l% ¢53ts 5 gl

MCD (MULTOS Carrier Device) BE2 ¥4 X (MULTOS Al3#)
MULTOS OSE &@Agh vt=A 3 % o] vt HS Wt IC7te &

MSM (MULTOS Security Manager)
MULTOS7F 7@ % 7l=9] HoJeElE e stm, MSM-CDell oJ&iA A4 =1&
A AQstal, dEX JIEE ARS 7hes dHE 48K (%73 s

MEL (MULTOS Executable Language) MEL ¢lo] HWEX~ 23] oo
MULTOS 0S2] o Zg Aol A3y 2ol ofjAlEe]dlo]

MULTOS (Multi-application Operating System)

WE o] ZEAolde 917 ICHER T 089 ¥H 2 WEx =g

A F71E #e, +83t= 23S 7T

M-SPI (MULTOS Service Provider Interface)

HEXA KMAC 558 7h=2d e 9ES KMASHS] MR A8 7 s shas

Fa}oldE AZEY 0]

PIN (Personal Identification Number) H] '@ H &
7hel QS8 IDHS

Virtual Machine 7} ™4l
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OSell 7dd 7 ZhFoNA st=dlo] EAFOREA ol o EekA 2=
o el ol Zeag gl Ao ~(APDE Al gt
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